

    
      
          
            
  
Welcome to Read the Docs

This is an autogenerated index file.

Please create an index.rst or README.rst file with your own content
under the root (or /docs) directory in your repository.

If you want to use another markup, choose a different builder in your settings.
Check out our Getting Started Guide [https://docs.readthedocs.io/en/latest/getting_started.html] to become more
familiar with Read the Docs.
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Changelog

All notable changes to this project will be documented in this file.

The format is based on Keep a
Changelog [https://keepachangelog.com/en/1.0.0/], and this project adheres to
the Python form of Semantic
Versioning [https://www.python.org/dev/peps/pep-0440/].

For reference, the possible headings are:


	Added for new features.


	Changed for changes in existing functionality.


	Deprecated for soon-to-be removed features.


	Removed for now removed features.


	Fixed for any bug fixes.


	Security in case of vulnerabilities.


	External Contributors to list all external contributors.


	Notes for notes regarding this particular release.





[Unreleased]







          

      

      

    

  

    
      
          
            
  
XAIN

The XAIN project is building a GDPR-compliance layer for machine learning. The approach relies on federated machine learning (FedML) as enabling technology that removes compliance-related adoption barriers of AI applications used in production.

At present, the source code in this project demonstrates the effectiveness of our FedML implementation on well known benchmarks using a realistic deep learning model structure. We will soon add a link to details on those experiments.

In the future, we will open source here a first minimal viable product for this layer. And we will add links to articles and papers that describe our approaches to networking, architecture, and privacy-preserving technology. We will also provide references to legal opinions about how and why our compliance layer for machine learning meets the demands of GDPR.

POLITE NOTE: We want to point out that running the benchmarks as described below is consuming considerable resources. XAIN cannot take any responsibilities for costs that arise for you when you execute these demanding machine-learning benchmarks.


Quick Start

XAIN requires Python 3.6+ [https://python.org/]. To install the xain package just run:

$ pip install xain





XAIN can also be installed with GPU support through the gpu extra feature. To
install the xain package with support for GPUs just run:

$ pip install xain[gpu]








Install from source

For development we require some extra system dependencies:


	clang-format 8+ [https://clang.llvm.org/docs/ClangFormat.html]


	Linux: sudo apt install clang-format


	macOS: brew install clang-format









Clone Repository & Install XAIN in development mode

To clone this repository and to install the XAIN project, please execute the following commands:

$ git clone https://github.com/xainag/xain.git
$ cd xain

$ pip install -e .[dev]








Verify Installation

You can verify the installation by running the tests

$ pytest








Running training sessions and benchmarks

To run training sessions, see the benchmark package [https://github.com/xainag/xain/tree/master/xain/benchmark]






Related Papers and Articles


	An introduction to XAIN’s GDPR-compliance Layer for Machine Learning [https://medium.com/xain/an-introduction-to-xains-gdpr-compliance-layer-for-machine-learning-f7c321b31b06]


	Communication-Efficient Learning of Deep Networks from Decentralized Data [https://arxiv.org/abs/1602.05629]


	Analyzing Federated Learning through an Adversarial Lens [https://arxiv.org/abs/1811.12470]


	Towards Federated Learning at Scale: System Design [https://arxiv.org/abs/1902.01046]










          

      

      

    

  

    
      
          
            
  
Release Process


Versioning Schema

This project follows the python form of Semantic Versioning as detailed in PEP
440 [https://www.python.org/dev/peps/pep-0440/].




Versioning in Git History

For git tags we use the version as describe in Versioning
Schema preceded by a v.

A release on git is just a tagged commit on the master branch.




How to do a Github Release

Here we detail the process of creating a new Github release.


	Create and merge a pull request that:


	increases the version number in
xain/__version__.py [https://github.com/xainag/xain/blob/master/xain/__version__.py]
according the versioning schema.


	updates the
CHANGELOG.md [https://github.com/xainag/xain/blob/master/CHANGELOG]
with all notable changes for the release.


	possibly update the Development Status classifiers in the
setup.py [https://github.com/xainag/xain/blob/master/setup.py]. You
can check supported classifiers in the pypi
website [https://pypi.org/classifiers/].






	Got to the Github Releases tab [https://github.com/xainag/xain/releases]
and create a new release:


	for the tag version use the version defined in 1. preceded by a v, e.g.
v0.3.2, and target master.


	for the release title use the same as the tag version.


	for the release description, copy the section from the
CHANGELOG.md [https://github.com/xainag/xain/blob/master/CHANGELOG]
related to this version.


	possibly check the This is a pre-release check box.


	Publish the release.











How to publish a new release to PyPi

Here we detail the process of building and pushing a python package to PyPi.
You can check more information in the Python Packaging User
Guide [https://packaging.python.org/tutorials/packaging-projects/].


	Checkout the current git tag e.g.

$ git checkout v0.3.2







	Generate the distribution archives:

$ python setup.py sdist bdist_wheel







	Upload the distribution archives using the correct PyPi credentials:

$ python -m twine upload dist/*















          

      

      

    

  

    
      
          
            
  
Configuration

Currently configuration happens two fold.


config.cfg

On the initial run of the library the xain.config.init_config() function
will be executed and initialize a config.cfg file in the projects root directory.
If the user wants to run benchmarks and wants results to be uploaded to S3 he will need to replace the
ACCESSIBLE_S3_BUCKET_FOR_RESULTS_TO_BE_UPLOADED string in the config.cfg with an actual S3 bucket name. The bucket
should be accessible with the currently active AWS credentials (either default credentials or the currently set AWS_PROFILE).




abseil.io flags

The second form of configuration happens via abseil.io flags. All entry points are configured as abseil.io apps which
accept various flags. To find out what valid flag exist one can run any entry point with the --helpfull flag.
For example

$ aggregate --helpfull











          

      

      

    

  

    
      
          
            
  
Benchmark Execution


Training

To execute a training session locally:

$ python -m xain.benchmark.exec \
    --group_name=abc \
    --task_name=def \
    --dataset=fashion-mnist-100p-iid-balanced \
    --model=blog_cnn \
    --R=2 \
    --E=2 \
    --C=0.02 \
    --B=64








Benchmark Suites (using AWS EC2)

Here we describe how to configure and run an AWS service. Please bear in mind that you are responsible for any costs that may arise when using these external services.


Configuration

In ~/.aws, place two config files: config and credentials. Then execute the command:

export AWS_PROFILE=xain-xain








Running a benchmark suite

$ python -m xain.benchmark --benchmark_name=BENCHMARK_NAME





You can see valid benchmark names by using

$ python -m xain.benchmark --helpfull








Connect to running instances

Start a benchmark suite

Then:


	List all running EC2 instances:




$ AWS_PROFILE=xain-xain aws ec2 describe-instances  --filters Name=instance-state-code,Values=16 | jq '.Reservations[].Instances[] | "\(.Tags[].Value), \(.PublicIpAddress)"'
InstanceName1, "35.158.158.119"
OtherInstanceName2, "18.185.67.166"






	Connect to one of the running instances using ssh:




$ ssh -i ~/.ssh/xain-ec2-remote-training.pem ubuntu@18.185.67.166






	Follow the logs of the container to see how things are running:




$ docker logs -f $(docker ps -q)












Plotting

To plot final task accuracies in a group of tasks use

$ pull_results
$ plot_final_task_accuracies --group_name=GROUP_NAME






Removing obsolete plots

To remove a single benchmark result from S3:

aws s3 rm --recursive s3://xain-results/[group-name]





To remove all benchmark results from S3:

aws s3 rm --recursive s3://xain-results











          

      

      

    

  

    
      
          
            
  
Datasets

This modules makes various public datasets available in federated dataset form


Quickstart

You can find all public methods of the package in its api module.

Example:

from xain.datasets.api import cifar10_random_splits_10_load_split











          

      

      

    

  

    
      
          
            
  
Dataset Hashes

This directory contains lists of hashes for all online datasets for validation





          

      

      

    

  

    
      
          
            
  
Generator

Generates various datasets which will than be uploaded into
All generated datasets will be stored in (by default) ~/.xain/generator/datasets





          

      

      

    

  

    
      
          
            
  
Ops

Package encapsulates most OPS related tasks


Local task

Run a task locally

from xain.ops import docker, run

image_name = docker.build(should_push=True)
run.docker(image_name=image_name, benchmark_name="fashion-mnist-100p-iid-balanced")








Remote task

Run a task on EC2

from xain.ops import docker, run

image_name = docker.build(should_push=True)
run.ec2(
    image_name=image_name,
    timeout=20,
    benchmark_name="fashion-mnist-100p-iid-balanced",
)











          

      

      

    

  _static/file.png





_static/down-pressed.png





_static/down.png





_static/up-pressed.png





_static/minus.png





_static/plus.png





_static/up.png





_static/comment-bright.png





_static/comment-close.png





_static/ajax-loader.gif





_static/comment.png





nav.xhtml

    
      Table of Contents


      
        		
          Welcome to Read the Docs
        


      


    
  

